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Introduc

* Trust management is turnin
essential for new ubiquitous
paradigms ranging from age

 This short survey gives mett
that are used for trust mana
range from

— quantitative ones (Bayesian st
based ones, Dempster Schaff

ones, game-theoretic based ¢

— qualitative ones (qualitativ_e"' :

dynamics - QAD). kL
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Introduc

+ The survey presents the ba
of each methodology, Iits sh
and its advantages. :

. It all started actually with imp
(wrong?) understanding of tru
phenomenon — the Initial solu

actually security related.

* Roughly a decade ago the ¢ .
phenomenon started to be a

» The need for a new perspective in IT?




something (I\/Ierriam-Webste
—Trust is an assessment that

remade each time the syste
(prof. D. Denning in 1993).
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First efforts we
security

- In the nineties first trust ma
related solutions were abou

— W3C: Platform for Internet Ca
Selection (PICS), which was af
control (web-sites filtering).

— AT&T: PolicyMaker, which wa‘
pounding access rights to the %
public key, whose identity was
this key through a certificate
BM's Trust Establishment Mc
enabled trusting relationships &

unknown entities by using PKI).
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Quantitative met

systems. 3
— These systems collect positive
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Quantitative met

« Commercially deployed

— Pro: easy to understand (|n o)
easy to implement. :

— Contra: aggregated values pre
pondering, more sophisitcated
hard to implement, temporal dy
not be applied applied for es,]
reference is very broad (a prc
context), ..., last but not least, are
dealing with a derivative of trust, . ne FrSE.
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Quantitative met

» Bayes theorem based appit

— Naive trust management [WWa
the posterior probability of a hy
after observing datum D is give
D) = P(D | H) * P(H) / P(D), whe
the prior probability of hypot —l
datum D is observed, P(D|H)’ }
probability that D will be obs:
is true, while P(D) is the unco
probability of datum D.



version 0.9
no. 9

Quantitative7 €

* Bayes theorem based ¢
— Nalive trust managemenb

— Every agent developes A
each file provider — this ne
node T (T=1 satisfying, T=0 unsatis
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Quantitative me:

» Bayes theorem based app
— Naive trust management ex:

— The percentage of satisfying it
given by |
P(T=1) = M.
where m is the number of satisfy
ons, and n the number of tote
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Quantitative met

» Naive trust management ex:
— Let p(FT="music” | T=1) denc
onal probability that measures

probability that the file involveo
given that interaction is satisfy

— Let p(FT="music”, T=1) = m,/n
that interactions are satisfying &
iInvolved are music files (my IS t
satisfying interact. when mus

—In line with a definition of conc
p(FT=“music”|T=1) = p(FT=“music”, T=1)/p(T=:




Interpretation, ..., and last b. 4
about probability, not trust itse
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— ToE bisis is a set of possible
a frame of discernment ©.

— Within ©, exactly one state is
be true at any time -- if a frame
discernment is given by atomic
and X,, and a compound state >
this means that © = {X;, X,, {X;

—In case of trust, © = {15 Ui
target is trustworthy, while =
IS untrustworthy).



Quantitative met

discernment means that m({ {-'.
M({T, =T}
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— Now for a subset EX=Ke}, the
function bel(A) is defined as th
beliefs committed to the poss
e.g. if A={T, °T}, then bel(A) =
m({~T}) + m({T, =T}). |

— For one-element sets (in our C:
{7 T}), bel and m are equal. F
assume that m({T}) = 0.7, m({

version 0.9
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m({T, =T} = 0.3. Then bel{Th =m{TH=

0.7, and bel({=T) = m({>T}) =0.

-
-
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Quantitative met

» Subjective algebra [Jﬁsa'

— This algebra preserves math
sound basis (i.e., TOE), and e
iIntroducing trust related operat

> equivalents to traditional Iogicaln
»new ones like recommendation a

— An opinion ® modeled with a i
u), where each of these elerr
continuous values from the ¢
[0, 1], suchthatb+d+u—. |

—PS: Note relation to A = {T, =T}, bel({T})
and bel({~T}) on the previous sllde "
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Quantitative methodolq.-’g_i

» Subjective algebra [Jgsang, 2001

)= )  mO), d@=)  m@), xye2°
YEX xNy=0

A A A Ay a
Let A and B be two agents where wp = {bB,dB,uB} is A’s opinion

about B’s recommendations, and let p be a binary statement, where

—{bg dg g} is B's opinion about p expressed in a

recommendatlon to A. Then A’s opinion based on B’s
recommendation is defined by

AB A B _ {bAB dAB AB

= Wy O, p Tptph
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— Pro: formally sound, open to (
iIntroduction of operators for ¢
(of trust?). ’

— Contra: requires knowledge an
understandlng of very sop ist

studies), ..., and it makes trus
probabiltly sematically equal.
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* Game-theoretic agproac_:hes E
[Tennenholz, 2008, Harish et al,

— A game consists of a set of player
of actions that are realizations of ce
strategies avallable to the players,
set of payoffs for each strategy.

Let N be the set of players in the game, A the set of action profiles,
A; the set of actions available to player i, and u; player /’s utility
function. Then a profile a € A is a Nash equilibrium (NE) if

Vi e N: ;e bri(a_,),

where br;(a_;) fori € N,a_;e A_; denotes the set of best responses
ofitoa_;:

argmax {u;(a; a_;)}
a;€ A;



g o ‘n': f
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Quantitative methd

f

« Game-theoretic approaches
[Tennenholz, 2008, Harish et al

— Nash equilibrium - it represents ac
that no other agent would prefer tc
from, assuming that other agents a
to it. |

— The well-known Prisoner’s dilemma

prisoner B

Syrsfor A, SyrsforB | Oyrsfor A, 12 yrs for B

i Jal
prisoner 12 yrs for A, 0 yrs for B 1 yr for A, 1 yr for B
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» Game-theoretic approac T :
[Tennenholz, 2008, Harish &

— Pro: attractive to achieve ratiol
solutions, intellectually intriguing

— Contra: assumption of rationa
BOTH SIDES, require understa
sophisticated logic, ..., trust is lir
trust in other entity being able :
play in line with game-theoreti
ASSUMPTION OF EXISTING
CES, ASSUMPTION OF TRANS
OF PREFERENCE RELATION.
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Qualitative metl

» Qualitative assessmentdyna
[Trcek, 2008] — the basic tel

— Agents are not (always) ratio",
—Even if they are rational they (i (

oroblems with (the basic and
orobability calculus.

—In case of trust, there may e i

oreference(s); but, when there
oreference, It IS not necessari

— Aristoteles: How many teeth do wome :
ve’>-)GOMEASSURINGANDCOUNTING B
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Qualitative met

 Qualitative assessment o‘vi,

—Trust is a weighted relation of
entities, where these entities
or compound. :

—In case of QAD (qualitative aI of
weight is a qualitative value fror
scale: totally trusted, partially t
undecided, partially mlstrus !
mistrusted. ’
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Qualitative methodologies

« OAD - the defined operators.

Extreme-optimistic assessment operator, which results in the most positive assessment value among
existing community values in a certain context; itis denoted by “1”.

Extreme-pessimistic assessment operator, which results in the most negative assessment value
among existing community values in a certain context; itis denoted by “1”.

Moderate optimistic assessment operator, which means the expressed assessment is
“strengthened” to the next higher level, narrowing the gap towards the aggregated assessment of
the rest of community if this is more optimistic than the agent’s trust is (the value changes one level
upwards); it is denoted by .

Moderate pessimistic assessment operator, which means the expressed assessment is “weakened”

to the next lower level, narrowing the gap towards the aggregated assessment of the rest of |

community if this is more pessimistic than the agent’s trust is (the value changes one level
downwards); it is denoted by symbol “v”.
Centralistic consensus—seeker assessment operator, which results in a “towards zero rounded

average” value by considering existing community values in a certain context; itis denoted by “~»”".
Non-centralistic consensus-seeker assessment operator, which results in a value, which is (contrary
to the previous operator) “average rounded away from the 0 value”; it is denoted by the “©”.
Self-confident assessment operator, which results in the same value after changes are calculated; it
is denoted by “®”.

Assessment-hoping operator, which results in a value that is changing through time on an
unidentifiable basis, and can be seen as a random process; it is denoted by “1”.



— Pro: It complements existing

methodologies by addressing |

experiments show it has a pote
complement users’ cognitive m
trust management in pervasive

— Contra: operators are yet to e
large sample experiments (po
projections) are yet to be do

issues? Y —
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