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Purpose of the visit
The STMS was timewise coordinated with Piero Bonatti's STSM at DERI. We planed to jointly develop ideas of how to express trust policies based on non-monotonic reasoning such as Answer Set Programming (ASP) and its extensions. We further planed to investigate how such policies can be applied for advanced trust enabling mechanisms such as trust negotiation. One big benefit of using ASP and its extensions is the possibility of expressing preferences which allows a more intuitive definition of privacy policies. A second research topic on our agenda was the extension of existing policy approaches towards reactivity - that is, allow policy reasoning to feature reasoning about events and reactions (and not only simple time-independent logic conditions). Such policies allow to model trust negotiation in a straightforward way. The visit at DERI additionally allowed to include Axel Polleres into our discussions. This way, my research efforts could also benefit from WG1's expertise in the area of non-monotonic logic programming and applicability of the scenarios we planned to develop in the application area of the Semantic Web and the Social Web.
Description of the work and results obtained
The work carried out during my STSM at DERI Galway is split into three main topics: 1) preference modeling in languages inspired by logic programming paradigms, 2) event and action-based policy languages, 3) applications of trust negotiation techniques to Social Web and communication scenarios

1) Preference modeling languages
Together with Piero Bonatti and Axel Polleres I studied the expressiveness of preference modeling languages made suitable for logic programming. In particular, we focused on the modeling of partial order preferences that apparently is not well studied in the literature. Besides that, we developed a general model for preferences expressions and a general problem for selecting a preferred configuration among several options. We further sketched translations of subsets of this problem into existing preference approaches, most prominently LPODs (Logic Programming with Ordered Disjunction), ASO (Answer Set Optimization), and CP-nets (Condition Preference Networks). We worked out a set of features that such approaches shall provide in order to solve the problem of selecting the optimum, namely, minimization of subsets of options, modularity of preference statements, handling of cycles in the preferences, combining several preference graphs and potential dependencies among them. As a motivation scenario for all our considerations we focused on the Credential Selection problem parties are facing in Trust Negotiations. Current solutions to that problem do so far not incorporate expressive preference statements.
2) Event- and Action-based Policy Languages

Policy languages such as Protune are well suited for access control. They are based on the binary concept of allowing or denying access requests. On top of that, they feature advanced techniques based on distributed proving (for, e.g., Trust Negotiation) and abduction (for exploring potential ways to fulfill a policy). We identified several scenarios where policy based behavior control requires more than access-deny decisions. For example, the request that forms a call on Skype may not only be denied or accepted but turned into a chat, be forwarded, or put on the answering machine. Such event-reaction-based definition of behavior requires more advanced policy languages that still incorporate the advanced features mentioned above.  We developed a general framework that evaluates such reactive policies and a methodology to separate between reactive behavior control and classical access/deny-request policies. We further sketched a reactive policy language based on Protune.
3) Trust Negotiation for Communications and the Social Web

Trust Negotiation seems a promising candidate for authentication and authorization on the Social Web. However, the lack of an appropriate infrastructure that provides secure communications channels or digitally signed certificates hinders a broad application of Trust Negotiation. We developed a lightweight authentication scheme based on Trust Negotiation and weak evidences (signed statements) that could ease the filtering and reaction to communication attempts (such as calls to a mobile phone or blog comments). Besides that, we further developed a prototype that allows policy based behavior control in the Social Network and communication tool Skype.
Future collaborations 
A side effect of this STSM was the discovery of potential collaborations. On the one hand, the work at DERI on Social Semantic Web and Linked Data perfectly complements our work on policy reasoning since privacy protection and security in general is still an open problem on the Social and Semantic Web. On the other hand, further collaborations are planned in the area of preference reasoning with the COST action IC0602 “Algorithmic Decision Theory” where the collaborators in Cork (Cork Constraint Computation Centre, University College Cork, Ireland) work in a similar area. Further, the work with Piero Bonatti will lead to future collaborations in the area of policy reasoning with the University of Naples.
Projected publications/articles resulting or to result from the STSM
Publications are planned for each of the three above-mentioned research topics. A submission describing the prototype for policy-based behavior control in Skype has been submitted to the ISWC Demo and Poster Track 2009. A more general description of how to incorporate social semantic data into policy reasoning has been submitted to the ISWC workshop “Social Data on the Web”.
